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Abstract. In this paper we demonstrate how the formal model con-
structed in our previous work [1], can be modified in order to analyse
additional Buyer-Seller Watermarking Protocols, identifying which spe-
cific sections of the CSP scripts remain identical and which require modi-
fication. First, we model the protocol proposed by Memon and Wong [2],
an examplar of the Offline Watermarking Authority (OFWA) Model, de-
fined in the framework by Poh and Martin [3]. Second, we model the Shao
protocol [4] as an example of a protocol fitting the Online Watermarking
Authority (ONWA) Model. Our analysis of the protocols reaffirms the
unbinding attack described by Lei et al. [5] on the Memon and Wong pro-
tocol and we identify a new unbinding attack on the protocol proposed
by Shao.

1 Introduction

A major benefit of digital media is the ease with which multimedia content can
be duplicated and disseminated on a large scale. However, copyright owners are
faced with the task of limiting these activities so that they may make a financial
gain from licencing such content. Digital Watermarking has been proposed as a
suitable deterrent to illegal copying/distribution.

A digital watermark is an imperceptible mark embedded into cover mate-
rial designed to degrade linearly with the degradation of the content itself (e.g.
compression). Embedding a digital watermark into licenced multimedia content
enables copyright owners to trace piracy to the original perpetrator. However
the buyer must be assured that it is only possible for the copyright owner to
gather adequate evidence if and only if an illegal act has taken place.

Qiao and Nahrstedt [6] identified that watermarking schemes alone are in-
adequate in fulfilling the above requirement. Consequently, asymmetric finger-
printing protocols have been developed to be used in conjunction with digital
watermarking schemes. The framework constructed by Poh and Martin [3] spec-
ifies the three common requirements that asymmetric fingerprinting protocols
aim to satisfy and provides a classification of such protocols into four distinct

∗
The author’s work is sponsored by an EPSRC Thales CASE Award.

H.J. Kim, S. Katzenbeisser, and A.T.S. Ho (Eds.): IWDW 2008, LNCS 5450, pp. 278–292, 2009.
c© Springer-Verlag Berlin Heidelberg 2009



Formal Analysis of Two Buyer-Seller Watermarking Protocols 279

protocol models. We will focus on just two of the models, the Online Watermark-
ing Authority (ONWA) and Offline Watermarking Authority (OFWA) Models
that together make up the set of protocols more commonly known as the Buyer-
Seller Watermarking Protocols.

Our previous work [1] introduced the notion of rigorous analysis of buyer-
seller watermarking protocols using a formal analysis technique used previously
to check communication protocols [7]. In [1] we accurately represented a buyer-
seller watermarking protocol as proposed by Ibrahim et al. [8] by constructing a
model using the process algebra Communicating Sequential Processes (CSP) [9].
By describing our model in this manner and utilising the tool support associ-
ated with CSP we were able to conduct a thorough analysis of all the possible
behaviour in the protocol. In this paper we demonstrate how our analysis, of the
protocol proposed by Ibrahim et al. [8], is easily adapted for further analyses of
various buyer-seller watermarking protocols.

We extend Poh and Martin’s framework to include those buyer-seller water-
marking protocols in which the buyer generates the watermark and the water-
marking authority is used to verify that the watermark is well formed, such as [4]
and [8]. We do not compare the ONWA and OFWA models, the framework in [3]
supplies such a comparison. Instead we analyse a protocol conforming to each
model simply to demonstrate that our formal analysis technique can be used for
the analysis of each.

Firstly, we model the protocol proposed by Memon and Wong [2] as an ex-
ample of a protocol that fits the OFWA Model. We analyse our model against a
single requirement, which is a necessary test of the protocol’s security. Our anal-
ysis is sufficient in reaffirming the unbinding attack described by Lei et al. [5].
Secondly, we model the ONWA protocol proposed by Shao [4]. We again analyse
the protocol against a single requirement, which is sufficient in identifying a new
attack found on the protocol.

In Section 2 we summarise the framework constructed by Poh and Martin [3].
Next we define the notation used throughout the paper in Section 3. We then anal-
yse two buyer seller watermarking protocols in Sections 4 and 5. In in Section 6
we discuss how our scripts may be modified to analyse other protocols fitting the
ONWA and OFWA models. Finally, we conclude with Section 7 giving a summary
of the contributions of this paper and a discussion of further work on this subject.

2 Asymmetric Fingerprinting Protocol Framework

A detailed framework for the design and analysis of asymmetric fingerprinting
protocols was proposed in [3]. According to the framework asymmetric finger-
printing protocols have the two primary requirements of: (i) Traceability and
proof of illegal distribution and (ii) Framing resistance, with a third desirable
requirement (iii) Anonymity and unlinkability. Asymmetric protocols fall under
four models namely: (i) ZK Model, (ii) ONWA Model, (iii) OFWA Model, and
(iv) TKTP Model. Buyer-Seller Watermarking Protocols fall exclusively into ei-
ther of the ONWA or OFWA models. It is the ONWA and OFWA models on
which this paper focuses.
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Fig. 1. Offline Watermarking Authority (OFWA) Model

Fig. 2. Online Watermarking Authority (ONWA) Model

2.1 OFWA Model

Figure 1 shows the typical message flow of the OFWA Model. The watermarking
authority WA generates the value f2(W ), where f2 is a homomorphic encryption
algorithm with respect to the ⊕ operator, such as Paillier encryption [10], and
sends this value to the buyer. The watermarking authority is regarded as offline
as this message exchange between the buyer and watermarking authority can be
performed independently of the watermarking insertion.

The buyer may now initiate the transaction between the buyer and the seller
by forwarding the value f2(W ) to the seller. It is important that f2 is some
homomorphic encryption algorithm so that the embedding may be done in the
encrypted domain. The result of this embedding f2(X ⊕W ) is sent to the buyer,
where X ⊕W denotes watermark embedding of the form: the cover material
X is embedded with some mark W using some key conforming to a suitable
watermark embedding scheme [11]. The marked content X ⊕W is retrieved by
the buyer decrypting the message using some inverse function f −1

2 .
The dashed arrows in Figure 1 indicate the additional message flow required

when the buyer chooses the watermark, omitted in the framework by Poh and
Martin. The buyer generates the value f1(W ), where f1 denotes a function of
which the seller is unable to calculate the inverse f −1

1 . The value f1(W ) is sent, by
the buyer, to the watermarking authority. The watermarking authority verifies
the value W by applying the inverse function f −1 to the received message. The
message exchange then proceeds in the same manner as when the watermarking
authority chooses the watermark.

2.2 ONWA Model

In the Online Watermarking Authority Model (ONWA) the buyer is only re-
quired to contact the seller but the watermarking authority is required to par-
ticipate online. Figure 2 shows the typical message flow of the ONWA Model.
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The watermarking authority WA generates the value f2(W ), where f2 is a homo-
morphic encryption algorithm and sends this value to the seller. Embedding is
conducted in the encrypted domain, using a homomorphic encryption algorithm,
and the result f2(X ⊕W ) is sent to the buyer. The buyer retrieves the marked
content X ⊕W by decrypting the message using some inverse function f −1

2 .
The dashed arrows in Figure 2 indicate the additional message flow required

when the buyer chooses the watermark. The buyer generates the value f1(W )
and sends it to the seller, where f1 denotes a function of which the seller is unable
to calculate the inverse f −1

1 . The seller forwards f1(W ) on to the watermarking
authority. The watermarking authority verifies the value W by applying the
inverse function f −1 to the received message and then proceeds in the same
manner as if the watermarking authority had chosen the watermark.

3 Notation

In this section we define all abbreviations used throughout the paper for clarity
of presentation.

3.1 Protocol Participants

B : The Buyer, wishing to purchase the digital content.
S : The Seller, whom owns/provides/distributes the digital content.
WA : The Watermarking Authority, a trusted third party responsible for

generating or verifying generated watermarks ready for embedding.
CA : The Certification Authority, a trusted third party responsible for

generating and distributing public-private key pairs along with
public-key certificates. In practice a single agent may act as both the
Watermarking Authority and the Certification Authority.

ARB : The Arbitrator, required in an arbitration protocol to make judgement
upon a case of copyright infringement.

We use the convention of using uppercase to represent a specific value where
lower case represents a variable of arbitrary value. X ′ denotes the cover material
uniquely marked with V enabling the seller to identify exactly which entry to
look up in their database once a copy has been found rather than conduct an
intractable exhaustive search.

3.2 Cryptographic/Watermarking Primitives

(pkA, skA) : A public-private key pair, associated with an adopted public key
infrastructure (PKI), in which the public key is published and
the secret key kept private to agent A.

(pkA, skA) : A public-private key pair used for anonymous certification.
(pk∗

A, sk∗
A) : A one time public-private key pair chosen prior to each protocol

run to provide anonymity/unlinkability.
EpkA(m) : A message m encrypted using the public key
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belonging to agent A.
DskA(m) : A cipher m may be decrypted using the relevant secret key

belonging to agent A i.e. DskA(EpkA(m)) = m.
CertCA(pkA): A X.509 compliant digital certificate [12] constructed by the

certification authority CA such that the agent A is able to
convince others of the validity of A’s public key.

SignskA(m) : The digital signature associated with the adopted PKI.
h(m) : A cryptographic hash of message m such that anyone in

possession of the message m is able to verify the hash value but
the inverse argument does not hold. Anyone in possession of the
hash value only is unable to construct the original message m.

X ⊕W : Watermark embedding of the form: the cover material X is
embedded with some mark W using some key conforming to a
suitable watermark embedding scheme [11].

3.3 CSP

CSP is a process algebra for describing models of interacting systems. A system
model is described as a process (or collection of processes). CSP processes are
defined in terms of the events that they can and cannot do. Processes interact
by synchronising on events, and the occurrence of events is atomic. The set of
events of a process P is denoted by αP .

Events may be compound in structure, consisting of a channel name and
some (or none) data values. Thus, events have the form c.v1...vn , where c is the
channel name associated with the event, and the vi are data values. The type of
the channel c is the set of values associated with c to produce events.

For example, the channel comm has type agents × agents ×messages , where
agents is a set of agents, involved in some message exchange that may send and
receive messages over comm, and messages is the set of all possible messages
that the senders may wish to transmit. The events associated with comm will
be of the form comm.a.b.m, where a ∈ agents , b ∈ agents , and m ∈ messages .
The syntax of CSP provides several operators for modelling processes.

P ::= a → P |c?x !v → P |P1 � P2|�
i
Pi |S (p)

where a is a synchronisation event, c is a communication channel accepting
inputs and sending output values, x is a data variable, v is a data value, and
S (p) is a process expression.

The process a → P is initially prepared to engage in an a event, after which it
behaves as P . The process c?x !v → P is prepared to accept any value for x along
channel c, provides v as output, and then behave as P (whose behaviour can be
dependent on x ). The external choice process P1 � P2 is initially prepared to
behave either as P1 or as P2, and the choice is resolved on occurrence of the first
event. This can be generalised for an indexed set of processes: �

i
Pi chooses a

process from an i-indexed set of processes P .
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Processes can be combined together using the parallel ‘‖’ composition oper-
ator. When processes run in parallel they must synchronise on common events
(otherwise the events can occur independently). E.g., in the parallel process:

a → b → Stop ‖ b → c → Stop

both a and c can occur independently of the other process, but the occurrence
of b requires both processes to synchronise. We use an indexed parallel operator
which enables us to combine the behaviour of similar processes together. During
the analysis phase, we also make use of the hiding operator ‘\’ so that we can
focus on paricular events in a trace.

CSP has a theory of refinement that enables us to compare the behaviour
of processes. If a process P is refined by a process Q , then all of the possible
behaviours of Q must also be possible behaviours of P . In this paper we will
make use of trace refinement checks: P �T Q .

The modelling and analysis of protocols in CSP, is supported by model check-
ing tools, such as FDR [13]. FDR can automatically check whether a specification
of a property (P) is satisfied by a proposed model (Q). If the result of a check is
negative a counter example is given which provides information on the behaviour
of the model which leads to the violation of the property.

4 Formal Analysis of an OFWA Protocol

4.1 A Buyer-Seller Watermarking Protocol

The Buyer-Seller Watermarking Protocol, proposed in [2], is an OFWA protocol
aiming to satisfy the two primary asymmetric fingerprinting protocol require-
ments, namely traceability and proof of illegal distribution and framing resis-
tance. The protocol does not attempt to provide anonymity. We use the three
stage work flow illustrated in Figure 3 to perform our analysis.

We use the model checker FDR [13], which takes two processes, the protocol
model and the requirement model, and verifies that the first refines the other.
If the refinement check fails then the protocol does not satisfy its requirements
and appropriate examples of attacks are automatically generated by FDR.

Fig. 3. Three Stage Work Flow
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4.2 Protocol Model

Each protocol participant must have its own CSP process defined representing
each event the agent is able to perform. Due to the restrictions on space we
will not include the CSP descriptions of all the protocol participants. Instead
we discuss the BUYER process as an appropriate example, as the buyer partic-
ipates in every step of the protocol and thus every possible event is described.
The processes representing the other two agents, the seller and watermarking
authority, can be constructed similarly.

The buyer’s watermark generation process BUYER GEN (b, signed , known),
denotes the buyer, b, performing watermarking generation in terms of three
events. Upon each successful run of this process the buyer collects an encrypted
watermark signed by the chosen watermarking authority Signskwa (Epkb

(wm))
which is added to the buyer’s set of signed encrypted watermarks.

The buyer’s watermark insertion process BUYER INS (b, signed , known), de-
notes the buyer, b, performing watermarking insertion in terms of four events.
Upon each successful run of this process the buyer collects a piece of cover ma-
terial embedded with their chosen watermark (x ′ ⊕ wm) which is added to the
buyer’s set of known watermarked material.

BUYER (b, signed , known) =⎛
⎜⎜⎜⎜⎜⎜⎜⎝

if (signed = ∅) then
BUYER GEN (b, signed , known)

else
BUYER GEN (b, signed , known)
� BUYER INS(b, signed , known)

�
s∈sellers

share.b.s?k ∈ known → BUYER(b, known)

⎞
⎟⎟⎟⎟⎟⎟⎟⎠

BUYER GEN (b, signed , known) =

�

wm∈watermarks
wa∈watermark authorities

⎛
⎝

comm.b.wa.Certwa (pkb) →
comm.wa.b.Signskwa (Epkb (wm)) →
BUYER(b, signed ∪ Signskwa (Epkb (wm)), known)

⎞
⎠

BUYER INS(b, signed , known) =

�

s∈sellers
x∈covermaterial
sgn∈signed
v∈seller watermarks
wa∈watermark authorities

⎛
⎜⎜⎜⎜⎝

comm.b.s.arg(x) →
comm.b.s.Certwa (pkb) →
comm.b.s.sgn →
comm.s.b.EpkB (x ′ ⊕ wm) →
BUYER(b, signed , known ∪ {x ′ ⊕ wm})

⎞
⎟⎟⎟⎟⎠

where x ′ = x ⊕ v

Fig. 4. Protocol Model: BUYER Process
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REQ MODEL(b, s,wa, x , wm) =⎛
⎝

SPEC1(b, s, wa, x ,wm)
� SPEC2(b, s, wa, x ,wm)
� share.b.s.(x ′ ⊕ wm) → ARB(b, s,wa, x ,wm)

⎞
⎠

SPEC1(b, s,wa, x , wm) =
sellerknows.evidence1(b, s, wa, x , wm) → SPEC1(b, s, wa, x ,wm)
� share.b.s.(x ′ ⊕ wm) → ARB(b, s, wa, x ,wm)

SPEC2(b, s,wa, x , wm) =
sellerknows.evidence2(b, s, wa, x , wm) → SPEC2(b, s, wa, x ,wm)
� share.b.s.(x ′ ⊕ wm) → ARB(b, s, wa, x ,wm)

ARB(b, s, wa, x , wm) =
sellerknows.evidence1(b, s, wa, x , wm) → ARB(b, s, wa, x ,wm)
� sellerknows.evidence2(b, s, wa, x , wm) → ARB(b, s, wa, x ,wm)
� share.b.s.(x ′ ⊕ wm) → ARB(b, s, wa, x ,wm)

REQ MODEL = ‖
b∈buyers
s∈sellers

wa∈watermark authorities
c∈covermaterial
wm∈watermarks

REQ MODEL(b, s,wa, x ,wm)

Fig. 5. Requirement Model: REQ MODEL Process

REQ MODEL � PROTO MODEL \ {| comm |}
Fig. 6. Refinement Check

We define the parameterised process BUYER(b, signed , known), which gives
the buyer, b, the choice of participating in watermark generation, watermark
insertion, or illegally releasing pirated material on the share channel. If the
buyer is not in possession of any known watermarked material then he must first
participate in the buyer generation process BUYER GEN (. . . ). The share event
models the real world event of a dishonest buyer releasing a pirated copy onto
some file sharing network which the seller is monitoring. The full description of
a buyer is given in Figure 4.

Minimal change is made to the deductive system constructed in [1] for our
analysis of the Memon and Wong protocol. Our deductive system is a simplifi-
cation of Roscoe’s lazy spy model [14], used to analyse the Needham Schroeder
(Lowe) Public Key protocol [15]. Our deductive system only allows the intel-
ligent seller to act passively. That is, we construct an intelligent seller process
INTELLIGENT SELLER that listens in on all messages sent over the comm
and share channels to build up knowledge and makes deductions using this
knowledge. The intelligent seller is defined using the following three events:-

– learn is the event that enables the intelligent seller to build up knowledge
by listening in on messages sent over the comm and share channels,
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– infer enables the intelligent seller to deduce further knowledge by making
inferences using existing knowledge,

– sellerknows is the event we use to observe when the intelligent seller has
collected sufficient knowledge to constitute evidence.

The seller’s initial knowledge, denoted by the initialknowledge set, consists of all
agents, each agents public key, all cover material, the seller’s secret key and the
seller’s watermarking key.

initialknowledge =agents ∪ {pka | a ← agents}∪
covermaterial ∪ {skSam} ∪ {wkSam}

Our specification is written in the form, certain evidence of illegal file sharing
may be gathered by the seller if and only if the file has been illegally shared. The
evidence set defines what knowledge, learnt and deduced within the deductive
system, constitutes evidence. This enables us to observe, during analysis, when
an intelligent seller has gathered evidence, having defined a sellerknows channel
upon which gathered evidence can be released.

Evidence = {evidence1(b, s ,wa, x ,wm), evidence2(b, s ,wa, x ,wm)
|b ← buyers, s ← sellers ,wa ← watermark authorities ,
x ← covermaterial ,wm ← watermarks}

evidence1(b, s ,wa, x ,wm) = (x ′ ⊕ wm)
evidence2(b, s ,wa, x ,wm) = Signskwa (Epkb

(wm))

We construct our overall protocol model, by synchronising the protocol partic-
ipant processes and the INTELLIGENT SELLER process, which can then be
verified against the protocol requirements. Figure 7, illustrates the synchronisa-
tion forming the overall protocol model PROTO MODEL.

4.3 Requirement Model

We specify a single requirement which is a necessary test of the protocol’s secu-
rity. For the framing resistance property to be satisfied the seller should be in
possession of the two pieces of evidence specified in the evidence set if and only
if that piece of digital material has been illegally copied and shared. We describe
this requirement, the second stage of our three stage work flow, by constructing
the CSP process REQ MODEL as illustrated in Figure 5.

The parameterised process REQ MODEL(b, s ,wa, x ,wm) gives the choice of
three possible behaviours. The processes SPEC1 and SPEC2 state that, if at
first one piece of evidence is gathered, the alternative piece of evidence must
not be gathered until the file has been illegally distributed, although the first
piece of evidence may be collected over and over again. Otherwise, if the file is
illegally distributed once along the share channel at any time, evidence gathering
along with further illegal sharing of the same file may then happen arbitrarily
as described by the process ARB . We use indexed parallel to generalise this
requirement for all possible transactions.
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Fig. 7. Protocol Model: Synchronisation on Events

α.1 Bob →Tom : CertTom (pkBob)
α.2 Bob →Tom : EpkTom (SignskBob

(W1))
α.3 Tom →Bob : SignskTom (EpkBob

(W1))
α.4 Bob →Sam : arg(X1)
α.5 Bob →Sam : CertTom (pkBob)
α.6 Bob →Sam : SignskTom (EpkBob

(W1))
α.7 Sam →Bob : EpkBob

(X ′
1 ⊕ W1)

share Bob →Sam : (X ′
1 ⊕ W1)

sellerknows → : SignskTom (EpkBob
(W1))

sellerknows → : (X ′
2 ⊕ W1)

Fig. 8. Counter Example of Unbinding Attack

4.4 Analysis

Lei et al. identified an unbinding problem inherent in the Memon and Wong
protocol. The flaw becomes apparent only once the seller has intercepted at least
a single item of pirated material. In this scenario, the seller is able to extract the
watermark from the cover material and embed it within a second piece of cover
material so as to fabricate evidence of further piracy.

Using the model checker FDR we perform a refinement check of our protocol
model against our specification process. This will search through every possible
state of the interpreted state machine to check whether it is possible to reach
some undesirable state. When we model check our protocol model of Memon
and Wong we find that the requirement is not satisfied and a counter example
generated, illustrated in Figure 8, matching the unbinding problem described by
Lei et al.
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5 Formal Analysis of an ONWA Protocol

5.1 A Privacy-Preserving Buyer-Seller Watermarking Protocol
with Semi-trust Third Party

An ONWA protocol was proposed by Shao [4] to meet the three common require-
ments of asymmetric fingerprinting protocols. The roles of the watermarking au-
thority (known as the Notary Authority in [4]) and the certification authority
are separated so as to reduce the the level of trust required of the watermarking
authority. The likelihood of a conspiracy attack made against the buyer is said
to be reduced as more parties must now conspire together to frame the buyer.

5.2 Protocol Model

As in Section 4.2 we discuss a single process SELLER, omitting the processes
representing the buyer and watermarking authority. The SELLER process in-
volves every possible event performed in the protocol and the other two can be
constructed similarly, consisting of only those events which they may perform.

The process SELLER(s), illustrated in Figure 10, enables the seller, s , to par-
ticipate in the watermark generation/insertion process, SELLER GEN INS (s),
or intercept illegally released pirated material on the share channel.

α.1 Bob →Sam : arg(X1)
α.2 Bob →Sam : Signsk∗

Bob
(arg(X1))

α.3 Bob →Sam : EX1
Tom

α.4 Sam →Tom : EX1
Tom

α.5 Tom →Sam : ew
α.6 Tom →Sam : pk∗

Bob

α.7 Tom →Sam : SX1
Tom

α.8 Tom →Sam : EARB

α.9 Sam →Bob : EpkBob
(X ′

1 ⊕ W1)
α.share Bob →Sam : (X ′

1 ⊕ W1)
β.1 Bob →Sam : arg(X2)
β.2 Bob →Sam : Signsk∗

Bob
(arg(X2))

β.3 Bob →Sam : EX2
Tom

β.4 Sam →Tom : EX2
Tom

β.5 Tom →Sam : ew
β.6 Tom →Sam : pk∗

Bob

β.7 Tom →Sam : SX2
Tom

β.8 Tom →Sam : EARB

sellerknows → : SignskTom (EpkBob
(W1))

sellerknows → : (X ′
2 ⊕ W1)

where EXi
a = Epka (ew , pk∗

Bob , pfBob ,EARB , h(arg(Xi)),CertCA(pkBob),S
Xi
Bob)

ew = EpkBob
(W1)

SXi
a = Signska

(ew , pk∗
Bob , h(arg(Xi )))

Fig. 9. Counter Example of Unbinding Attack
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SELLER(s) =

�

b∈buyers
x∈covermaterial
wm∈watermarks

⎛
⎝

SELLER GEN INS(s, b, x ,wm)
�

share.b.s.(x ′ ⊕ wm) → SELLER(s)

⎞
⎠

SELLER GEN INS(s, b, x , wm) =

�

wa∈watermark authorities
arb∈arbitrators

⎛
⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎜⎝

comm.b.s.arg(x) →
comm.b.s.Signsk∗

b
(arg(x)) →

comm.b.s.Ewa →
comm.s.wa.Ewa →
comm.wa.s.ew →
comm.wa.s.pk∗

b →
comm.wa.s.Swa →
comm.wa.s.Earb →
comm.s.b.Epk∗

b
(x ′ ⊕ wm) →

SELLER(s)

⎞
⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎟⎠

where x ′ = x ⊕ v

Ewa = Epkwa (ew , pk∗
b , pfb, Earb , h(arg(x)), Certca (pk b),Sb)

Earb= Epkarb (ew , pk∗
b , pfb , Earb , h(arg(x)), Certca (pk b),Sb)

ew = Epkb (wm)
Sb = Signskb

(ew , pk∗
b , h(arg(x)))

Swa = Signskwa (ew , pk∗
b , h(arg(x)))

Fig. 10. Seller Description in CSP

Our deductive system remains unchanged apart from the initialknowledge and
evidence sets given below.

initialknowledge =agents ∪ {pka | a ← agents}∪
covermaterial ∪ {skSam} ∪ {wkSam}

Evidence = {evidence1(b, s ,wa, x ,wm), evidence2(b, s ,wa, x ,wm)
|b ← buyers, s ← sellers ,wa ← watermark authorities ,
x ← covermaterial ,wm ← watermarks}

evidence1(b, s ,wa, x ,wm) = (x ′ ⊕ wm)
evidence2(b, s ,wa, x ,wm) = Signskwa (ew , pk∗

b , h(arg(x )))

We construct our overall protocol model PROTO MODEL, by synchronising
the protocol participant processes and the INTELLIGENT SELLER process,
which can then be verified against the protocol requirements.

5.3 Requirement Model

We use the same single requirement, in Figure 5, which is a necessary test of the
protocol’s security. The requirement differs only in what constitutes evidence,
as given in the Evidence set defined in the deductive system above.
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Table 1. CSP Sections Consistent Between Protocols

CSP Script Section Unmodified

Cryptographic Primitives �
Protocol Participants ×
Message Formats ×
Deductive Rules �
Deductive System �
- Initial Knowledge ×
- Evidence Set ×
Composition �
Specification �

5.4 Analysis

When we model check our protocol model of Shao we find that the requirement is
not satisfied. The flaw again occurs once the seller has intercepted at least a single
item of pirated material. This is illustrated in Figure 9 by a complete run α of
the protocol, followed by an associated share event. The buyer may then choose
to use the same values for each variable other than the cover material, i.e. the
watermark and one time public/private key pair (pk∗

Bob , sk
∗
Bob), on a subsequent

run of the protocol, β. The seller is now able to extract the watermark from the
cover material and embed it within a second piece of cover material, purchased
in a second run of the protocol β, so as to falsely gain evidence of further piracy.

As our previous work indicated [1], the consequence of the attack is that if a
number of files are purchased, copied and illegally distributed in this manner,
then the seller is only able to prove that at least one of the files has been copied
and is not able to identify specifically which one(s).

6 Discussion

The CSP scripts, available at www.cs.surrey.ac.uk/personal/pg/D.M/, used to
model and analyse the protocols, are identical in their structure consisting of
seven parts. This section identifies which parts of the scripts remain unchanged
between protocol analyses, and which must be modified, as illustrated in Table 1.
The reader is also referred to Roscoe’s CSP script(s) of the Needham Schroeder
(Lowe) protocol, released in conjunction with [14], which forms the basis of our
work.

All the cryptographic primitives defined in Section 3 have been included in
our CSP scripts, expressed as functions. The rules that govern such functions are
described by the set of deductive rules. All cryptographic primitives and asso-
ciated deductive rules remain unmodified in the analyses of protocols, although
only a subset may be required. If the list of cryptographic primitives is found
to be incomplete then a new primitive, and associated deductive rules, can be
added to the current list.
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Each protocol will have differing CSP descriptions of the protocol participants.
Although these processes will need to be rewritten, each buyer-seller watermark-
ing protocol will closely follow the typical message flows, illustrated in Figures
1 and 2, thus the protocol participants will be similar in form to those in our
analyses of [2] and [4], respectively. The manner in which the synchronisations
between the protocol participants and the deductive system are composed is
identical between protocols.

The set of possible message formats are unique to each protocol but require
little extra work to that of writing the protocol participants themselves as they
match identically the form of the messages used by the protocol participants.

Our reduced deductive system aims only to be sufficient in identifying the
unbinding attacks discussed in our analyses. The deductive system remains un-
changed for the analyses of protocols with the exception of the initialknowledge
and Evidence sets. It must, however, be generalised to provide a sufficient veri-
fication of all protocol requirements.

Our single requirement is similar for every protocol analysis differing only in
what constitutes evidence, as defined in the Evidence set. However, the set of
requirements must be expanded in order to provide a sufficient verification of all
protocol requirements, although each protocol may only aim to satisfy a subset
of these common requirements.

7 Conclusion and Further Work

We have demonstrated how the model constructed in [1] may be adapted for
further analyses of various buyer-seller watermarking protocols. Having extended
the Poh and Martin’s framework [3], we analysed two Buyer-Seller Watermarking
Protocols, using the process algebra CSP, to identify flaws in the OFWA and
ONWA protocols, proposed by Memon and Wong [2] and Shao [4] respectively.
Our analyses of the protocols reaffirmed the unbinding attack described by Lei et
al. on the Memon protocol and identified a new attack found on the protocol by
Shao. We then highlighted which sections of the script require modification and
which sections can remain unchanged, for the analyses of additional protocols.

Currently our deductive system restricts the intelligent seller to passive be-
haviour, listening in on insecure communications. This system should be made
more robust by allowing other protocol participants, as well as an external in-
truder (man-in-the-middle), to also act maliciously and by allowing more aggres-
sive behaviour by the intruder in line with Rosoce’s lazy spy model allowing all
behaviour defined in the Dolev Yao model. The set of formally specified require-
ments must also be extended to provide both a necessary and sufficient test of
each protocol’s security.

Further research is required to understand how formal analysis techniques
may be used to verify protocols conforming to the remaining asymmetric finger-
printing models. In particular, it would be appropriate to study how our model
may be modified in order to analyse TKTP protocols which use a trusted com-
puting platform, rather than a watermarking authority, as a centre of trust.
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